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(54) Contents information recording method and contents information recording unit 



(57) Enciphered contents information enciphered 
with a predetermined contents key is recorded from a 
medium A to a medium B. At this time, an ID(B) of a 
copy destination medium B is read on the medium A 
and first enciphered key information enciphered with the 
ID(A) is deciphered on the medium A. Then, on the 
medium A, the deciphered information is reenciphered 
according to ID of the copy destination medium so as to 
obtain second enciphered key information and this sec- 
ond enciphered key information is sent to the medium B. 
Alternatively, the first enciphered key information is out- 
putted from the medium A to the copy destination 
medium B. On the medium B, the first enciphered key 
information is deciphered with ID(A) of the copy source 
medium A obtained from the medium A, that deciphered 
information is reenciphered with the ID(B) of the 
medium B so as to obtain second enciphered key infor- 
mation and then that second enciphered key informa- 
tion is recorded in the medium B. 
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Description 

BACKGROUND OF THE INVENTION 

1 . Field of the Invention 

[0001] The present invention relates to a contents 
information distribution system for recording and repro- 
ducing contents information. 

[0002] The present invention aims to provide con- 
tents information recording method and contents infor- 
mation recording unit in contents information 
distribution system which distributes contents informa- 
tion (particularly audio or video data) and enables user 
to transfer and reproduce data between media while 
preventing illegal transfer and duplication of the distrib- 
uted data. 

2. Description of the Background Art 

[0003] With a progress of enciphering technology, 
digital contents distribution management method, digital 
contents reproduction method and apparatus therefor 
have been proposed in Japanese Patent Application 
Laid-Open No. 10-269289 as an effective method for 
distributing audio or video digital data through network. 
According to the present invention, a distribution side of 
digital contents processes and compresses digital con- 
tents and sends the processed digital contents, enci- 
phered contents key and enciphered accounting 
information to communication receivers. Money col- 
lected based on contents use information sent from the 
communication receivers is distributed to privilege per- 
sons. On the other hand, a digital contents reproducing 
side deciphers that processed digital contents with the 
contents key and simultaneously expands it to repro- 
duce the original data. Then, data on charge money 
depending on use of the contents and contents use 
information are sent to the contents information distribu- 
tion side. The recorded contents can be carried away to 
other places. 

[0004] Further, Japanese Patent Application Laid- 
Open No. 10-283268 has disclosed an information 
recording media, recording unit, information transmis- 
sion system and deciphering unit. The information 
recording media of the present invention contains enci- 
phered information and enciphered key information 
obtained by enciphering key information for deciphering 
this enciphered information to its original information. 
Further, it contains condition information for deciphering 
the aforementioned enciphered information in a non- 
enciphered state. That is, because device information 
and region information" are included in control informa- 
tion of the enciphered key information, duplication of the 
enciphered information into HDD or optical disk on user 
side for illegal use is prevented. 
[0005] However, according to the above described 
conventional method, the contents data recorded in 



media cannot be transferred or duplicated between 
users (although the media itself can be transferred, the 
contents data recorded in that media cannot be repro- 
duced properly). Therefore, to obtain the contents data, 
5 user has to connect to accounting control center, data 
control center or the like. Another problem is that when 
a user has plural media, he cannot move data between 
different media. 

[0006] Although when the contents data is deci- 
de phered and transmitted, the contents data can be trans- 
ferred or duplicated between media, however, it 
happens that illegal transfer or duplication may be made 
possible so that the security on data transmission is 
lost. 

15 

SUMMARY OF THE INVENTION 

[0007] Accordingly, an object of the present inven- 
tion is to provide contents information recording method 

20 and contents information recording unit in contents 
information distribution system which distributes con- 
tents information and enables user to transfer and 
reproduce data between media while preventing illegal 
transfer and duplication of the distributed data. 

25 [0008] To achieve the above object, there is pro- 
vided a contents information recording method compris- 
ing, when contents information is recorded from a first 
medium, in which first enciphered contents information 
is recorded, the first enciphered contents information 

30 being obtained by enciphering the contents information 
with information about ID of the first medium as an ID 
key, to a second medium: outputting the first enciphered 
contents information from the first medium to the sec- 
ond medium; and, on the second medium, deciphering 

35 the first enciphered contents information according to 
information about ID of the first medium obtained from 
the first medium, and recording second enciphered con- 
tents information, which is obtained by reenciphering 
the contents information with information about the ID of 

40 the second medium as an ID key, in the second 
medium. 

[0009] Further, to achieve the above object, there is 
provided a contents information recording method com- 
prising, when contents information is recorded from a 

45 first medium, in which first enciphered contents informa- 
tion is recorded, the first enciphered contents informa- 
tion being obtained by enciphering the contents 
information with information about ID of the first medium 
as an ID key, to a second medium: on the first medium, 

50 deciphering the first enciphered contents information, 
reenciphering the contents information with information 
about the ID of the second medium obtained from the 
second medium as the ID key so as to obtain second 
enciphered contents information and outputting the sec- 

55 ond enciphered contents information to the second 
medium; and, on the second medium, recording the 
second enciphered contents information into the sec- 
ond medium. 
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[001 0] Further, to achieve the above object, there is 
provided a contents information recording method 
wherein, when contents information is recorded from a 
first medium, in which a first enciphered contents infor- 
mation is recorded, the first enciphered contents infor- 
mation being obtained by enciphering the contents 
information with information about ID of the first medium 
as an ID key, to a second medium, any one of the follow- 
ing methods {a} and {b} is selected; method {a}: output- 
ting the first enciphered contents information from the 
first medium to the second medium; and, on the second 
medium, deciphering the first enciphered contents infor- 
mation according to information about ID of the first 
medium obtained from the first medium, and recording 
second enciphered contents information, which is 
obtained by reenciphering the contents information with 
information about the ID of the second medium as an ID 
key, in the second medium, method {b}: on the first 
medium, deciphering the first enciphered contents infor- 
mation, reenciphering the contents information with 
information about the ID of the second medium 
obtained from the second medium as the ID key so as 
to obtain second enciphered contents information and 
outputting the second enciphered contents information 
to the second medium; and, on the second medium, 
recording the second enciphered contents information 
into the second medium. 

[001 1] According to a preferred embodiment of the 
present invention, the ID key for the first enciphered 
contents information is a common key using the ID of 
the first medium as it is or a common key using informa- 
tion obtained by converting the ID of the first medium 
according to a predetermined function; and the ID key 
for the second enciphered contents information is a 
common key using the ID of the second medium as it is 
or a common key using information obtained by convert- 
ing the ID of the second medium according to a prede- 
termined function. 

[0012] To achieve the above object of the present 
invention, there is provided a contents information 
recording method comprising, when enciphered con- 
tents information is recorded from a first medium in 
which the enciphered contents information enciphered 
with a predetermined contents key and first enciphered 
key information obtained by enciphering the contents 
key with information about ID of the first medium as ID 
key are recorded, to a second medium: outputting the 
enciphered contents information and the first enci- 
phered key information from the first medium to the sec- 
ond medium; on the second medium, recording the 
enciphered contents information in the second medium, 
deciphering the first enciphered key information accord- 
ing to information about the ID of the first medium 
obtained from the first medium, and recording second 
enciphered key information- obtained by reenciphering 
the contents key with information about the ID of the 
second medium as the ID key in the second medium. 
[0013] Further, to achieve the above object of the 



present invention, there is provided a contents informa- 
tion recording method comprising, when enciphered 
contents information is recorded from a first medium in 
which the enciphered contents information enciphered 

5 with a predetermined contents key and first enciphered 
key information obtained by enciphering the contents 
key with information about ID of the first medium as ID 
key are recorded, to a second medium: on the first 
medium, deciphering the first enciphered contents infor- 

10 mation, reenciphering the contents information with 
information about the ID of the second medium 
obtained from the second medium as the ID key so as 
to obtain second enciphered contents information and 
outputting the second enciphered contents information 

75 to the second medium; and, on the second medium, 
recording the enciphered contents information output- 
ted from the first medium and the second enciphered 
key information in the second medium. 
[0014] Further, to achieve the above object of the 

20 present invention, there is provided a contents informa- 
tion recording method wherein, when enciphered con- 
tents information is recorded from a first medium in 
which the enciphered contents information enciphered 
with a predetermined contents key and first enciphered 

25 key information obtained by enciphering the contents 
key with information about ID of the first medium as ID 
key are recorded, to a second medium, any one of the 
following methods {a} and {b} is selected; method {a}: 
outputting the enciphered contents information and the 

30 first enciphered key information to the second medium 
from the first medium; on the second medium, recording 
the enciphered contents information in the second 
medium, deciphering the first enciphered key informa- 
tion according to information about the ID of the first 

35 medium obtained from the first medium and recording 
second enciphered key information obtained by reenci- 
phering the contents key with information about ID of 
the second medium as the ID key, method {b}: on the 
first medium, deciphering the first enciphered key infor- 

40 mation, reenciphering the contents key with information 
about the ID of the second medium obtained from the 
second medium as the ID key so as to obtain second 
enciphered key information and outputting the second 
enciphered contents information to the second medium; 

45 and, on the second medium, recording the enciphered 
contents information and the enciphered key informa- 
tion outputted from the first medium in the second 
medium. 

[0015] According to a preferred embodiment of the 
so present invention, the predetermined contents key is a 
common key or public key; the ID key for the first enci- 
phered key information is a common key using the ID of 
the first medium as it is or a common key using informa- 
tion obtained by converting the ID of the first medium 
55 according to a predetermined function; and the ID key 
for the second enciphered key information is a common 
key using the ID of the second medium as it is or a com- 
mon key using information obtained by converting the 
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ID of the second medium according to a predetermined 
function. 

[0016] To achieve the above object of the present 
invention, there is provided a contents information 
recording unit for recording contents information from a 
first medium in which first enciphered contents informa- 
tion obtained by enciphering the contents information 
with information about ID of the first medium as ID key 
is recorded, to a second medium, the unit comprising: a 
recording means for, on the second medium, decipher- 
ing the first enciphered contents information outputted 
from the first medium according to information about ID 
of the first medium outputted from the first medium and 
recording second enciphered contents information 
obtained by reenciphering the contents information with 
information about the ID of the second medium as the 
ID key in the second medium. 
[0017] To achieve the above object of the present 
invention, there is provided a contents information 
recording unit for recording contents information from a 
first medium in which first enciphered contents informa- 
tion obtained by enciphering the contents information 
with information about ID of the first medium as ID key 
is recorded, to a second medium, the unit comprising: a 
recording means for, on the first medium, deciphering 
the first enciphered contents information, reenciphering 
the contents information with information about the ID of 
the second medium outputted from the second medium 
as the ID key so as to obtain second enciphered con- 
tents information, outputting the second enciphered 
contents information to the second medium and record- 
ing the second enciphered contents information in the 
second medium. 

[0018] Further, to achieve the above object of the 
present invention, there is provided a contents informa- 
tion recording unit for recording contents information 
from a first medium in which first enciphered contents 
information obtained by enciphering the contents infor- 
mation with information about ID of the first medium as 
ID key is recorded, to a second medium, the unit com- 
prising a selecting means for selecting any one of the 
following recording operations {a} and {b}; recording 
operation (a) of, on the second medium, deciphering the 
first enciphered contents information outputted from the 
first medium according to information about the first 
medium outputted from the first medium and recording 
second enciphered contents information obtained by 
reenciphering the contents information with information 
about the ID of the second medium as the ID key, in the 
second medium, recording operation {b} of, on the first 
medium, deciphering the first enciphered contents infor- 
mation, reenciphering the contents information with 
information about the ID of the second medium output- 
ted from the second medium as the ID key so as to 
obtain second enciphered contents information, output- 
ting the second enciphered contents information to the 
second medium and recording the second enciphered 
contents information in the second medium. 



[0019] According to a preferred embodiment of the 
present invention, the ID key for the first enciphered key 
information is a common key using the ID of the first 
medium as it is or a common key using information 

s obtained by converting the ID of the first medium 
according to a predetermined function; and the ID key 
for the second enciphered key information is a common 
key using the ID of the second medium as it is or a com- 
mon key using information obtained by converting the 

10 ID of the second medium according to a predetermined 
function. 

[0020] To achieve the above object of the present 
invention, there is provided a contents information 
recording unit for recording enciphered contents infor- 

15 mation from a first medium in which enciphered con- 
tents information enciphered with a predetermined key 
and first enciphered key information obtained by enci- 
phering the contents key with information about ID of a 
first medium as ID key are recorded, to a second 

20 medium, the unit comprising: an enciphered key infor- 
mation recording means for, on the second medium, 
deciphering the first enciphered key information accord- 
ing to information about ID of the first medium outputted 
from the first medium and recording second enciphered 

25 key information obtained by reenciphering the contents 
key with information about ID of the second medium as 
ID key in the second medium. 

[0021] Further, to achieve the above object of the 
present invention, there is provided a contents informa- 

30 tion recording unit for recording enciphered contents 
information from a first medium in which enciphered 
contents information enciphered with a predetermined 
key and first enciphered key information obtained by 
enciphering the contents key with information about ID 

35 of a first medium as ID key are recorded, to a second 
medium, the unit comprising: an enciphered key infor- 
mation recording means for, on the first medium, deci- 
phering the first enciphered key information, 
reenciphering the contents key with information about 

40 ID of the second medium outputted from the second 
medium as ID key so as to obtain second enciphered 
key information, outputting the second enciphered key 
information to the second medium and recording the 
second enciphered key information in the second 

45 medium. 

[0022] Further, to achieve the above object, there is 
provided a contents information recording unit for 
recording enciphered contents information from a first 
medium in which the enciphered contents information 

so enciphered with a predetermined contents key and first 
enciphered key information obtained by enciphering the 
contents key with information about ID of the first 
medium are recorded, to a second medium, the unit 
comprising a selecting means for selecting any one of 

55 the following recording operations {a} and {b}: recording 
operation {a} of, on the second medium, deciphering the 
first enciphered key information according to informa- 
tion about ID of the first medium outputted from the first 
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medium and recording second enciphered key informa- 
tion obtained by reenciphering the contents key with 
information about the ID of the second medium as the 
ID key in the second medium, recording operation {b} of, 
on the first medium, deciphering the first enciphered key 5 
information, reenciphering the contents key with infor- 
mation about the ID of the second medium outputted 
from the second medium as the ID key so as to obtain 
second enciphered key information, outputting the sec- 
ond enciphered key information to the second medium ?o 
and recording the second enciphered key information in 
the second medium. 

[0023] According to a preferred embodiment of the 
present invention, the predetermined contents key is a 
common key or public key; the ID key for the first enci- 15 
phered key information is a common key using the ID of 
the first medium as it is or a common key using informa- 
tion obtained by converting the ID of the first medium 
with a predetermined function; and the ID key for the 
second enciphered key information is a common key 20 
using the ID of the second medium as it is or a common 
key using information obtained by converting the ID of 
the second medium with a predetermined function. 
[0024] The nature, principle and utility of the inven- 
tion will become more apparent from the following 25 
detailed description when read in conjunction with the 
accompanying drawings. 



BRIEF DESCRIPTION OF THE DRAWINGS 
[0025] In the accompanying drawings: 



30 



Fig. 1 is a diagram for explaining encryption for dis- 
tributing data for use in an embodiment of the 
present invention; 35 
Fig.2 is a diagram showing a structure example of 
the embodiment; 

Fig.3 is a diagram for explaining functions of the 
embodiment; 

Fig.4 is a diagram for explaining functions of the 40 
embodiment; 

Fig.5 is a diagram of data structure in media of the 
embodiment; and 

Fig.6 is a block diagram showing a detailed struc- 
ture of the embodiment. 45 

DESCRIPTION OF THE PREFERRED EMBODI- 
MENTS 

[0026] First, a structure of the preferred embodi- so 
ment of the present invention will be described with ref- 
erence to Fig. 2. An medium has an ID inherent of itself 
and can be set in a media control unit. The media men- 
tioned here needs to enable recording and reproduction 
and include a solid memory, disc, tape and the like as 55 
long as its inherent ID can be set therein. In this case, 
the ID information must have a predetermined tamper 
resistance. That is, it is desirable that the ID and a key 



necessary for encryption are in a storage condition diffi- 
cult to read or rewrite illegally. 

[0027] The simplest example is a memory type. By 
using it, a memory card, from which the ID or enci- 
phered key information cannot be extracted unless a 
predetermined memory control unit is used, can be pro- 
duced easily with safety through a predetermined mem- 
ory control unit. An inherent ID is recorded in each 
memory card at the time of production in plant. Alterna- 
tively, when the memory card is published by a publiciz- 
ing unit, an ID inherent of that memory is recorded in 
EEPROM or the like and the EEPROM is buried by seal- 
ing with resin or the like. As a result, user corresponding 
key information cannot be changed after that. That is, 
illegal modification is prevented. The media has a media 
bus allowing only part of data to be copied between dif- 
ferent media. 

[0028] A media control unit, in which a medium is 
set and which is connected to a terminal of PC or other 
specialized device, has a function as an interface 
between the medium and terminal, and further, func- 
tions for enciphering and deciphering of data under a 
predetermined ID. The media control unit has tamper 
resistance inhibiting illegal access to inside of the mem- 
ory from the terminal. The terminal is connected to a 
center (distribution center) disposed outside for distrib- 
uting contents information and distributes the contents 
data after predetermined procedures for accounting, 
certification and the like are finished. Connecting 
means to the center includes ISDN, broadcasting, cable 
TV and radio as well as network system like internet. 
[0029] The contents information is enciphered with 
a basically different key (contents key) depending on the 
contents. After compressed in a predetermined com- 
pression system like MPEG, the contents are subject to 
encryption based on DES (data encryption standard) or 
the like. For example, in case of the DES, the encipher- 
ing key is about 64 bits. Fig. 1 shows a relation between 
the data base, center and terminal. The contents infor- 
mation, for example, contents X1 are enciphered with 
an enciphering key G1 in data base installed in the 
center and other contents X2 are enciphered with an 
enciphering key G2. 

[0030] A plurality of terminals are connected to this 
center via network. Transmission to the terminal is car- 
ried out in encryption by public key system considering 
the security. Here, assuming that the public key of the 
terminal 1 (T1) is T1 P and the deciphering key is T1D, 
contents X1 managed by the data base 1 are enci- 
phered with enciphering key G1 so as to produce enci- 
phered contents information called E G1 (X1). The 
enciphering key G1 is enciphered with the public key 
T1 P of the terminal T1 to transmit to the terminal T1 so 
that this key is converted to enciphered key information 
E T1P (G1). Then, both the enciphered contents informa- 
tion E G1 (X1) and enciphered key information E T1P (G1) 
are sent to the terminal 1 (T1 ). 

[0031] To reproduce the contents information at the 
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terminal 1, the enciphered key information E T1P (G1) is 
deciphered with the deciphering key T1 D of the terminal 
1 to obtain the enciphering key G1. Then, the enci- 
phered contents information E G1 (X1 ) is deciphered with 
that enciphering key G1 to obtain contents X1 and then 
MPEG deciphering orthe like is carried out to reproduce 
the original information. However, in a description made 
in this specification, it is assumed that transmitted data 
is not reproduced but recorded in media connected to 
the terminal. Although data transmission up to the ter- 
minal with the public key has been described here, the 
present invention can support not only the common key 
system but also other key system. 
[0032] Then, a sending/receiving function of the 
contents information and key information of the present 
invention will be described with reference to Figs.3A, 
3B, 4B, 5. 

[0033] First, a case in which contents data is 
received by medium A (first medium) of the terminal T1 
from the distribution center will be described. First of all, 
medium A is set in the media control unit. Then, the 
media control unit is set in the terminal T1 and "data 
recording mode" is turned ON. Predetermined process- 
ings for accounting, certification and the like are carried 
out When the processings are terminated, the contents 
data is distributed from the center to the terminal in an 
enciphered state with the enciphering key G1 from the 
center. 

[0034] That is, the enciphered contents information 
E G1 (X1 ) in which the contents X are enciphered with the 
enciphering key G1 is sent. At the same time, to send 
the enciphering key G1 to the terminal T1, enciphered 
key information E T1P (G1), in which the enciphering key 
G1 is enciphered with the public key T1 P of the terminal 
T1 , is sent to the terminal T1 . Because a key for use in 
deciphering at the terminal is deciphering key T1D, this 
enciphered key information Et 1p (G1) can be deci- 
phered with the deciphering key T1 D. A condition which 
can be deciphered with this deciphering key T1D is 
called E-nr^GI) instead of E-r 1P (G1). At the terminal, 
this enciphered key information E T1D (G1) is deciphered 
with the deciphering key T1 D once to obtain the enci- 
phering key G1. The enciphered contents information 
E G1 {X) is deciphered with the deciphered enciphering 
key G1 so as to obtain the contents data X and this con- 
tents data X is transmitted to the medium A. 
[0035] A method for enciphering the contents in the 
media with a media ID will be described with reference 
to Fig.3. 

[0036] When the media control unit receives this 
contents data X, it reencipheres the contents data X 
with ID of the medium A as an ID key. The first enci- 
phered contents information E A (X) is recorded in the 
medium A. Because when this enciphered contents 
data is copied into the medium B, ID = B in the medium 
B, this E A (X) cannot be reproduced. However, there is a 
problem in security in deciphering the contents data in 
the medium A and transmitting the live signal data to the 



medium B in a condition which can be reproduced. 
[0037] Thus, as shown in Fig.3A, ID = B of copy 
destination media is read at the medium A and the con- 
tents data enciphered with ID = A as an ID key is deci- 
5 phered at the medium A. ID = B of copy destination is 
reenciphered as an ID key and transmitted to the 
medium B as a second enciphered contents information 
E B (X). 

[0038] Alternatively, as shown in Fig.3B, the con- 
w tents data E A (X) enciphered with ID = A is transmitted to 
the medium B. The medium B reads ID of the medium 
A, deciphers the contents data enciphered with ID = A, 
reencipheres it with ID = B and records as E B (X). As a 
result, because the contents data is transmitted in a 
15 condition enciphered by any of these IDs, the security is 
ensured. 

[0039] Meanwhile, it is permissible to so construct a 
recording unit that any of the methods shown in Fig.3A 
and Fig.3 B can be selected arbitrarily. 

20 [0040] Next, a case in which the enciphered con- 
tents information enciphered with a predetermined con- 
tents key (enciphering key) is recorded in the medium A 
and medium B and then, that contents key (enciphering 
key) is enciphered with information about the medium A 

25 and medium B as an ID key and recorded in the medium 
A and medium B will be described with reference to 
Fig.4A and 4B. 

[0041] First, a case in which the contents data is 
received by the medium A (first medium) at the terminal 

30 T1 from the distribution center will be described. First, a 
case in which contents data is received by medium A 
(first medium) of the terminal T1 from the distribution 
center will be described. First of all, medium A is set in 
the media control unit. Then, the media control unit is 

35 set in the terminal T1 and "data recording mode" is 
turned ON. Predetermined processings for accounting, 
certification and the like are carried out. When the 
processings are terminated, the contents data is distrib- 
uted to the terminal in an enciphered state with the enci- 

40 phering key G1 from the center. 

[0042] That is, the enciphered contents information 
E G1 (X1) in which the contents X is enciphered with the 
enciphering key G1 is sent. At the same time, to send 
the enciphering key G1 to the terminal T1, enciphered 

45 key information E T1P (G1), in which the enciphering key 
G1 is enciphered with the public key T1 P of the terminal 
T1 , is sent to the terminal T1 . Because a key for use in 
deciphering at the terminal is deciphering key T1D, this 
enciphered key information E T1P (G1) can be deci- 

50 phered with the deciphering key T1 D. A condition which 
can be deciphered with this deciphering key T1D is 
called E T1D (G1) instead of E T1P (G1). At the terminal, 
this enciphered key information E T1D (G1) is deciphered 
with the deciphering key T1 D once to obtain the enci- 

55 phering key G1 . 

[0043] The media control unit receives the enci- 
phered contents information E G1 (X1) and enciphering 
key G1 from the terminal and records the enciphered 
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contents information E G1 (X) in the medium A. On the 
other hand, it recognizes an ID of the set medium and 
reenciphers this enciphering key G1 with a value A 
which is an ID inherent of the medium A so as to obtain 
a first enciphered key information E A (G1). Then, this 
information is recorded in the medium A. Fig.5 shows 
an example of data structure at this time. 64-bit enci- 
phered key information is recorded in the header of the 
enciphered contents information. This structure does 
not always have to be integrated, however may be sep- 
arated if the separated pair can be controlled. 
[0044] Even when the first enciphered key informa- 
tion E A (G1) is copied to the medium B as it is, this 
E A (G1) cannot be deciphered because the ID of the 
medium B is B. Then, as shown in Fig.4A, the ID = B of 
the copy destination medium is read on the medium A, 
the first enciphered key information E A (G1) enciphered 
with ID = A on the medium A is deciphered and this is 
reenciphered with ID = B of the copy destination so as 
to obtain a second enciphered key information E B (G1). 
Then, this second enciphered key information E G (G1) is 
sent to the medium B with the enciphered contents 
information E G1 (X). The sent enciphered contents infor- 
mation E G1 (X) and second enciphered key information 
E B (G1) are stored in the medium B. 
[0045] Alternatively, the first enciphered key infor- 
mation E A (G1) enciphered with ID = A is transmitted to 
the medium B with the enciphered contents information 
E G1 (X) as shown in Fig.4B. On the medium B, the ID of 
the medium A of the copy destination is read and then, 
the first enciphered key information E A (G1) enciphered 
with ID = A is deciphered and then, reenciphered with 
ID = B so as to obtain the second enciphered key infor- 
mation E B (G1). Then, this second enciphered informa- 
tion E B (G1) is recorded. 

[0046] As described above, not only the contents 
information is transmitted in the enciphered condition 
E G1 (X) but also the enciphering key G1 is also transmit- 
ted in the enciphered condition (E A (G1) or E B (G1)) with 
media ID. Thus, the security of data is ensured. 
[0047] When the volume of the contents data X is 
large, as shown in Fig.4A and 4B, enciphering the enci- 
phering key (contents key) G1 of the enciphered con- 
tents information E G1 (X) with information about media 
ID or terminal ID as the ID key (method using E A (G1) or 
E B (G1)) enables to handle the contents data rapidly 
because it can be copied by deciphering or enciphering 
only the key information. 

[0048] It is permissible to so construct that any one 
of the methods shown in Figs.4A and 4B can be 
selected arbitrarily. 

[0049] Next, a block diagram of an embodiment of 
the contents information recording unit of the present 
invention will be described with reference to Fig. 6. This 
block diagram indicates a method (method using 
E A (G1) or E B (G1)) for enciphering the enciphering key 
(contents key) G1 with information about the media ID 
or terminal ID as the ID key. This block diagram will be 



described about a case indicated in Fig.4A. 
[0050] First, a case in which the contents data is 
received by the medium A from the distribution center 
will be described. First, the medium A is set in the media 

5 control unit 21. The media control unit 21 is set to the 
terminal T1 and "data recording mode" is set in a mode 
setting portion 51 of the media control unit 21 from an 
external interface. After predetermined procedures for 
accounting, certification and the like are terminated, 

w contents data X enciphered with a predetermined enci- 
phering key G1 is distributed from the center to the ter- 
minal T1. In case of "data recording mode", the mode 
setting portion 51 connect the switches 1 and 2 to a key 
enciphering portion 52. 

75 [0051] The enciphered contents information E G1 (X) 
and the enciphered E T1P (G1) obtained by enciphering 
the enciphering key G1 using a public key T1P of the 
terminal T1 in order to send the enciphering key G1 to 
T1 are sent from the center. Because the key for use in 

20 deciphering at the terminal T1 is the deciphering key 
T1D, this enciphered key information T 1P (G1) can be 
deciphered. A condition which can be deciphered with 
this deciphering key is expressed as E T1D (G1) instead 
of E T1P (G1). This enciphered key information E T1D (G1) 

25 is deciphered once with T1 D at the terminal T1 . 

[0052] The media control unit receives the enci- 
phered contents information E G1 (X1) and enciphering 
key G1 and records the enciphered contents informa- 
tion E G1 (X1) in the medium A. On the other hand, ID of 

30 the set medium A is recognized by the media ID reading 
portion 53 and the enciphering key G1 is enciphered 
with ID = A by the key enciphering portion 52. The enci- 
phered key information E A (G1 ) is sent to the enciphered 
key information writing portion 54. The enciphered key 

35 information writing portion 54 records the enciphered 
key information in header of 64 bits of the enciphered 
contents information E G1 (X) recorded in the medium A. 
[0053] Next, a case in which the enciphered con- 
tents information E G1 (X) recorded in the medium A is 

40 reproduced will be described. The medium A is set in 
the media control unit 21 and "data reproduction mode" 
is set in the mode setting portion 51 of the media control 
unit 21 from the external interface. A signal generated 
by the media ID generating portion 31 of the medium A 

45 is detected as media ID (A) by the media ID reading por- 
tion 53 of the media control unit 21 and sent to an enci- 
phered key deciphering portion 56. 
[0054] The media control unit 21 reads the enci- 
phered contents information E G1 (X) from the memory 

so portion 32 of the medium A and sends it to an enci- 
phered key information reading portion 55. The enci- 
phered key information reading portion 55 reads 
enciphered key information of 64 bits located at the 
head and sends the enciphered key information E A (G1) 

55 to the enciphered key deciphering portion 56 through 
the switch 1. In case of "data reproduction mode", the 
switch 1 is changed to the side of the enciphered key 
deciphering portion 56 by the mode setting portion 51. 
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[0055] The enciphered key deciphering portion 56 
deciphers the enciphered key information E A (G1) using 
an inputted media ID (A). The deciphered enciphering 
key G1 is sent to an enciphered contents data decipher- 
ing portion 57. Enciphered contents data whose header 5 
is removed by the enciphered key information reading 
portion 55 is sent to the enciphered contents data deci- 
phering portion 57. The enciphered contents data deci- 
phering portion 57 deciphers the inputted enciphered 
contents data E G1 (X) with the enciphering key G1 and to 
outputs as reproduction data. 

[0056] Next, a case in which the contents data is 
copied from the medium A to the medium B will be 
described. When the enciphered contents information 
E G1 (X) is copied from the copy source medium A in 75 
which the contents are recorded to the copy destination 
medium B, first, the medium A is set in the media control 
unit 21. Then, "data copy output mode" is set in the 
mode setting portion 51 of the media control unit 21 
from the external interface. 20 
[0057] A signal generated by the media ID generat- 
ing portion 31 of the medium A is detected as media ID 
(A) by the media ID reading portion 23 of the media con- 
trol unit 21 and sent to the enciphered key deciphering 
portion 56. When "data copy output mode" is set in the 25 
mode setting portion 51 , the switches 1 , 2 are changed 
so as to be connected to the enciphered key decipher- 
ing portion 56. 

[0058] The enciphered contents information E G1 (X) 
recorded in the medium A is sent to the enciphered con- 30 
tents information reading portion 55, where the enci- 
phered key information E A (G1) of 64 bits of the header 
is read. The read enciphered key information E A (G1) is 
sent to the enciphered key deciphering portion 56. The 
enciphered key deciphering portion 56 deciphers the 35 
enciphered key information E A (G1) based on the input- 
ted ID(A) so as to obtain the enciphering key G1 and 
then records it in the key memory 58 temporarily. 
[0059] On the other hand, the enciphered contents 
data E G1 (X) is stored in a data moving region of the 40 
memory portion 32 of the medium A and transmitted to 
the medium B connected to the media bus 33 rapidly 
through the media bus 33. This media bus connects the 
medium A to the medium B physically so as to transmit 
data. Because only the enciphered contents data can 45 
pass through this media bus, the safety of the transmit- 
ted data is high. 

[0060] Next, the medium B is set in the media con- 
trol unit 21 . The media ID(B) is detected by the media ID 
reading portion 53 of the media control unit 21. When so 
"data copy input mode" is set in the mode setting portion 
51 , the switches 1 , 2 are changed so as to be connected 
to the key enciphering portion 52. The key enciphering 
portion 52 reads out the enciphering key G1 from the 
key memory 58 and the enciphering key G1 is enci- 55 
phered by using the ID(B) inputted from the media ID 
reading portion 53 so as to obtain E B (G1). The enci- 
phered key information E B (G1 ) is sent to the enciphered 



key information writing portion 54. The enciphered key 
information E B (G1) is recorded in the memory portion 
32B of the medium B. 

[0061] A case in which the enciphered contents 
information Eq^X) recorded in the medium B is repro- 
duced will be described. This is the same as when the 
enciphered contents information Eq-^X) recorded in the 
medium A^s reproduced. That is, the medium B is set in 
the media control unit 21 and "data reproduction mode" 
is set in the mode setting portion 51 of the media control 
unit 21 from the external interface. A signal generated 
by the media ID generating portion 31 B of the medium 
B is detected as media ID(B) by the media ID reading 
portion 53 of the media control unit 21 and sent to the 
enciphered key deciphering portion 56. 
[0062] The media control unit 21 reads out the enci- 
phered contents information E G1 (X) from the memory 
portion 32B of the medium B and sends it to the enci- 
phered key information reading portion 55. The enci- 
phered key information reading portion 55 reads the 
enciphered key information of 64 bits located at the 
head and sends the enciphered key information E B (G1) 
to the enciphered key deciphering portion 56 through 
the switch 1 . In case of "data reproduction mode", the 
switch 1 is changed to the side of the enciphered key 
deciphering portion 56 by the mode setting portion 51 . 
[0063] The enciphered key deciphering portion 56 
deciphers the enciphered key information E B (G1) using 
the inputted media ID(B). The deciphered enciphering 
key G1 is sent to the enciphered contents data deci- 
phering portion 57. The enciphered contents data 
whose header is removed by the enciphered key infor- 
mation reading portion 55 is sent to the enciphered con- 
tents data deciphering portion 57. The enciphered 
contents data deciphering portion 57 deciphers the 
inputted enciphered contents data E G1 (X) by the enci- 
phering key G1 and outputs the obtained contents data 
X as the reproduction data. 

[0064] As described above, not only the contents 
data is transmitted in the enciphered condition E G1 (X) 
but also the enciphering key G1 is also transmitted in 
the enciphered condition (E B (G1)) with medium B ID, 
the security of the recording unit of this embodiment is 
ensured. 

[0065] According to the above described embodi- 
ment, a processing for deciphering the enciphering key 
G1 and reenciphering it with the ID of the medium B is 
carried out on the transmission side (medium A). There- 
fore, the media control unit specialized for transmission 
do not require the key enciphering portion 52 and 
switches 1, 2, so that a system allowing only a limited 
user to transmit can be constructed. 
[0066] Meanwhile, in case where the contents data 
is not copied from the medium A to the medium B but 
transferred, at least one of the enciphered key informa- 
tion E A (G1) and enciphered contents data E G1 (X) is 
deleted from the medium A. 

[0067] In the recording unit which achieves the 



8 



15 



EP 1 054 398 A2 



16 



method shown in Fig.3A, the first enciphered contents 
information E A (X) is deciphered on the medium A and 
the contents information is reenciphered with ID = B of 
the medium B outputted from the medium B as the ID 
key so as to obtain the second enciphered contents 5 
information E B (X). Then, the second enciphered con- 
tents information E B (X) is outputted to the medium B 
and the second enciphered contents information Eq(X) 
is recorded in the medium B. 

[0068] According to the present invention, the con- 10 
tents data recorded in a medium can be transferred or 
copied between different users while illegal transfer and 
duplication thereof are prevented, so that user can 
obtain the contents data without connecting to an 
accounting control center, data control center or the like. 15 
[0069] Further, according to the present invention, it 
is possible to provide a system allowing user to transfer 
and duplicate data between different media when he 
has such plural media. 

[0070] Further, according to the present invention, it 20 
is possible to transfer and duplicate the contents data 
always in an enciphered high security condition. 
[0071] It should be understood that many modifica- 
tions and adaptations of the invention will become 
apparent to those skilled in the art and it is intended to 25 
encompass such obvious modifications and changes in 
the scope of the claims appended hereto. 

Claims 

30 

1. A contents information recording method compris- 
ing, when contents information is recorded from a 
first medium, in which first enciphered contents 
information is recorded, said first enciphered con- 
tents information being obtained by enciphering the 35 
contents information with information about ID of 
the first medium as an ID key, to a second medium: 

outputting said first enciphered contents infor- 
mation from said first medium to said second ao 
medium; and 

on said second medium, deciphering said first 
enciphered contents information according to 
information about ID of said first medium 
obtained from said first medium, and recording as 
second enciphered contents information, which 
is obtained by reenciphering said contents 
information with information about the ID of 
said second medium as an ID key, in said sec- 
ond medium. so 

2. A contents information recording method compris- 
ing, when contents information is recorded from a 
first medium, in which first enciphered contents 
information is recorded, said first enciphered con- 55 
tents information being obtained by enciphering the 
contents information with information about ID of 

the first medium as an ID key, to a second medium: 



on said first medium, deciphering said first 
enciphered contents information, reencipher- 
ing said contents information with information 
about the ID of said second medium obtained 
from said second medium as the ID key so as 
to obtain second enciphered contents informa- 
tion and outputting the second enciphered con- 
tents information to said second medium; and 
on said second medium, recording said second 
enciphered contents information into said sec- 
ond medium. 

3. A contents information recording method wherein, 
when contents information is recorded from a first 
medium, in which first enciphered contents informa- 
tion is recorded, said first enciphered contents 
information being obtained by enciphering the con- 
tents information with information about ID of the 
first medium as an ID key, to a second medium, any 
one of the following methods {a} and {b} is selected; 

method {a}: 

outputting said first enciphered contents 
information from said first medium to said 
second medium; and 

on said second medium, deciphering said 
first enciphered contents information 
according to information about ID of said 
first medium obtained from said first 
medium, and recording second enciphered 
contents information, which is obtained by 
reenciphering said contents information 
with information about the ID of said sec- 
ond medium as an ID key, in said second 
medium, 

method {b}: 

on said first medium, deciphering said first 
enciphered contents information, reenci- 
phering said contents information with 
information about the ID of said second 
medium obtained from said second 
medium as the ID key so as to obtain sec- 
ond enciphered contents information and 
outputting the second enciphered contents 
information to said second medium; and 
on said second medium, recording said 
second enciphered contents information 
into said second medium. 

4. A contents information recording method according 
to claim 1 wherein 

the ID key for said first enciphered contents 
information is a common key using the ID of 
said first medium as it is or a common key 
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using information obtained by converting the ID 
of said first medium according to a predeter- 
mined function; and 

the ID key for said second enciphered contents 
information is a common key using the ID of 5 
said second medium as it is or a common key 
using information obtained by converting the ID 
of said second medium according to a prede- 
termined function. 

w 

5. A contents information recording method compris- 
ing, when enciphered contents information is 
recorded from a first medium in which said enci- 
phered contents information enciphered with a pre- 
determined contents key and first enciphered key 15 
information obtained by enciphering said contents 
key with information about ID of the first medium as 

ID key are recorded, to a second medium: 

outputting said enciphered contents informa- 20 
tion and said first enciphered key information 
from said first medium to said second medium; 
on said second medium, recording said enci- 
phered contents information in said second 
medium, deciphering said first enciphered key 25 
information according to information about the 
ID of said first medium obtained from said first 
medium, and recording second enciphered key 
information obtained by reenciphering said 
contents key with information about the ID of 30 
said second medium as the ID key in said sec- 
ond medium. 

6. A contents information recording method compris- 
ing, when enciphered contents information is 35 
recorded from a first medium in which said enci- 
phered contents information enciphered with a pre- 
determined contents key and first enciphered key 
information obtained by enciphering said contents 
key with information about ID of the first medium as 40 
ID key are recorded, to a second medium: 

on said first medium, deciphering said first 
enciphered contents information, reencipher- 
ing said contents information with information 45 
about the ID of said second medium obtained 
from said second medium as the ID key so as 
to obtain second enciphered contents informa- 
tion and outputting the second enciphered con- 
tents information to said second medium; and so 
on said second medium, recording said enci- 
phered contents information outputted from 
said first medium and said second enciphered 
key information in said second medium. 

55 

7. A contents information recording method wherein, 
when enciphered contents information is recorded 
from a first medium in which said enciphered con- 



tents information enciphered with a predetermined 
contents key and first enciphered key information 
obtained by enciphering said contents key with 
information about ID of the first medium as ID key 
are recorded, to a second medium, any one of the 
following methods {a} and {b} is selected; 

method [a]: 

outputting said enciphered contents infor- 
mation and said first enciphered key infor- 
mation to said second medium from said 
first medium; 

on said second medium, recording said 
enciphered contents information in said 
second medium, deciphering said first 
enciphered key information according to 
information about the ID of said first 
medium obtained from said first medium 
and recording second enciphered key 
information obtained by reenciphering said 
contents key with information about ID of 
said second medium as the ID key, 

method [b]: 

on said first medium, deciphering said first 
enciphered key information, reenciphering 
said contents key with information about 
the ID of said second medium obtained 
from said second medium as the ID key so 
as to obtain second enciphered key infor- 
mation and outputting said second enci- 
phered contents information to said 
second medium; and 

on said second medium, recording said 
enciphered contents information and said 
enciphered key information outputted from 
said first medium in said second medium. 

8. A contents information recording method according 
to claim 5 wherein 

said predetermined contents key is a common 
key or public key; 

the ID key for said first enciphered key informa- 
tion is a common key using the ID of said first 
medium as it is or a common key using infor- 
mation obtained by converting the ID of said 
first medium according to a predetermined 
function; and 

the ID key for said second enciphered key infor- 
mation is a common key using the ID of said 
second medium as it is or a common key using 
information obtained by converting the ID of 
said second medium according to a predeter- 
mined function. 
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9. A contents information recording unit for recording 
contents information from a first medium in which 
first enciphered contents information obtained by 
enciphering the contents information with informa- 
tion about ID of the first medium as ID key is 5 
recorded, to a second medium, said unit compris- 
ing: 

a recording means for, on said second 
medium, deciphering said first enciphered con- 10 
tents information outputted from said first 
medium according to information about ID of 
said first medium outputted from said first 
medium and recording second enciphered con- 
tents information obtained by reenciphering 15 
said contents information with information 
about the ID of said second medium as the ID 
key in said second medium. 

10. A contents information recording unit for recording 20 
contents information from a first medium in which 
first enciphered contents information obtained by 
enciphering the contents information with informa- 
tion about ID of the first medium as ID key is 
recorded, to a second medium, said unit compris- 25 
ing: 

a recording means for, on said first medium, 
deciphering said first enciphered contents 
information, reenciphering said contents infor- 30 
mation with information about the ID of said 
second medium outputted from said second 
medium as the ID key so as to obtain second 
enciphered contents information, outputting the 
second enciphered contents information to 35 
said second medium and recording said sec- 
ond enciphered contents information in said 
second medium. 

11. A contents information recording unit for recording 40 
contents information from a first medium in which 
first enciphered contents information obtained by 
enciphering the contents information with informa- 
tion about ID of the first medium as ID key is 
recorded, to a second medium, said unit compris- 45 
ing a selecting means for selecting any one of the 
following recording operations {a} and {b}; 

recording operation {a} of 

50 

on said second medium, deciphering said 
first enciphered contents information out- 
putted from said first medium according to 
information about said first medium output- 
ted from said first medium and recording 55 
second enciphered contents information 
obtained by reenciphering said contents 
information with information about the ID of 



said second medium as the ID key, in said 
second medium, 

recording operation {b} of 

on said first medium, deciphering said first 
enciphered contents information, reenci- 
phering said contents information with 
information about the ID of said second 
medium outputted from said second 
medium as the ID key so as to obtain sec- 
ond enciphered contents information, out- 
putting the second enciphered contents 
information to said second medium and 
recording said second enciphered con- 
tents information in said second medium. 

12. A contents information recording unit according to 
claim 9 wherein 

the ID key for said first enciphered key informa- 
tion is a common key using the ID of said first 
medium as it is or a common key using infor- 
mation obtained by converting the ID of said 
first medium according to a predetermined 
function; and 

the ID key for said second enciphered key infor- 
mation is a common key using the ID of said 
second medium as it is or a common key using 
information obtained by converting the ID of 
said second medium according to a predeter- 
mined function. 

13. A contents information recording unit for recording 
enciphered contents information from a first 
medium in which enciphered contents information 
enciphered with a predetermined key and first enci- 
phered key information obtained by enciphering 
said contents key with information about ID of a first 
medium as ID key are recorded, to a second 
medium, said unit comprising: 

an enciphered key information recording 
means for, on said second medium, decipher- 
ing said first enciphered key information 
according to information about ID of said first 
medium outputted from said first medium and 
recording second enciphered key information 
obtained by reenciphering said contents key 
with information about ID of said second 
medium as ID key in said second medium. 

14. A contents information recording unit for recording 
enciphered contents information from a first 
medium in which enciphered contents information 
enciphered with a predetermined key and first enci- 
phered key information obtained by enciphering 
said contents key with information about ID of a first 
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medium as ID key are recorded, to a second 
medium, said unit comprising: 

an enciphered key information recording 
means for, on said first medium, deciphering s 
said first enciphered key information, reenci- 
phering said contents key with information 
about ID of said second medium outputted 
from said second medium as ID key so as to 
obtain second enciphered key information, out- w 
putting the second enciphered key information 
to said second medium and recording said sec- 
ond enciphered key information in said second 
medium. 

15 

15. A contents information recording unit for recording 
enciphered contents information from a first 
medium in which the enciphered contents informa- 
tion enciphered with a predetermined contents key 
and first enciphered key information obtained by 20 
enciphering the contents key with information about 

ID of the first medium are recorded, to a second 
medium, said unit comprising a selecting means for 
selecting any one of the following recording opera- 
tions {a} and {b}: 25 

recording operation {a} of 

on said second medium, deciphering said 
first enciphered key information according 30 
to information about ID of said first medium 
outputted from said first medium and 
recording second enciphered key informa- 
tion obtained by reenciphering said con- 
tents key with information about the ID of 35 
said second medium as the ID key in said 
second medium, 

recording operation {b} of 

40 

on said first medium, deciphering said first 
enciphered key information, reenciphering 
said contents key with information about 
the ID of said second medium outputted 
from said second medium as the ID key so 45 
as to obtain second enciphered key infor- 
mation, outputting the second enciphered 
key information to said second medium 
and recording said second enciphered key 
information in said second medium. so 

16. A contents information recording unit according to 
claim 13 wherein 

said predetermined contents key is a common 55 
key or public key; 

the ID key for said first enciphered key informa- 
tion is a common key using the ID of said first 



medium as it is or a common key using infor- 
mation obtained by converting the ID of said 
first medium with a predetermined function; 
and 

the ID key for said second enciphered key infor- 
mation is a common key using the ID of said 
second medium as it is or a common key using 
information obtained by converting the ID of 
said second medium with a predetermined 
function. 
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